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ABSTRACT

Adversarial robustness of deep learning models has gained much traction in the
last few years. While a lot of approaches have been proposed to improve adver-
sarial robustness, one promising direction for improving adversarial robustness is
un-explored, i.e., the complex topology of the neural network architecture. In this
work, we empirically understand the effect of architecture on adversarial robust-
ness by experimenting with different hand-crafted and NAS based architectures.
Our findings show that, for small-scale attacks, NAS-based architectures are more
robust for small-scale datasets and simple tasks than hand-crafted architectures.
However, as the dataset’s size or the task’s complexity increase, hand-crafted ar-
chitectures are more robust than NAS-based architectures. We perform the first
large scale study to understand adversarial robustness purely from an architec-
tural perspective. Our results show that random sampling in the search space of
DARTS (a popular NAS method) with simple ensembling can improve the robust-
ness to PGD attack by nearly 12%. We show that NAS, which is popular for SoTA
accuracy, can provide adversarial accuracy as a free add-on without any form of
adversarial training. We also introduce a metric that can be used to calculate the
trade-off between clean accuracy and adversarial robustness.

1 INTRODUCTION AND RELATED WORK

Topology of a neural network plays a crucial role in the performance of any deep learning system.
Zoph & Le (2016) introduced Neural Architecture Search (NAS) to automate the painstaking task
of hand-designing network architectures by searching for the network topology that maximizes per-
formance. Since then, several NAS-based algorithms have been introduced (Yan et al.| 2019; |Chen
et al.,[2019; Pham et al.,[2018) with NAS-based architectures achieving state-of-the-art (SoTA) per-
formance across a wide spectrum of computer vision tasks.

An adversarial attack refers to subjecting a neural network to images, which have been perturbed
with humanly imperceptible noise, in order to fool the network to wrongly classify them with high
confidence. Adversarial attacks can be white-box where the attackers has access to the network ar-
chitecture and parameters or black-box where the attacker is oblivious to architecture and/or param-
eters. Several defenses have been proposed to adversarially train the model to boost its robustness
to such attacks. Given that a white-box attack can be a function of the network topology, it raises an
important question, Can the complex topology of a neural network architecture provide adversarial
robustness without any form of adversarial training?. We attempt to answer this question in our
work focusing on white-box attacks (and also providing some results on black-box attacks in the
Appendix). For more details on existing work on NAS, adversarial attacks/defenses, please refer to
Chakraborty et al. (2018)); Ren et al.| (2020).

To evaluate adversarial robustness purely from an architectural perspective, we attempt to answer,

* How do NAS-based architectures compare with hand-crafted architectures (like ResNets,
DenseNets, efc.) in terms of architectural robustness?

* Does an increase in the number of parameters of the architecture help improve robustness?

* Where does the source of adversarial vulnerability lie for NAS? Is it in the search space or
in the way the current methods are performing the search?
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Previous works (Madry et al.,[2017; |Guo et al.| [2020; [Vargas et al.,|2019) attempt to shed light on
how architectural aspects like dense connections, parameter count, efc. affect robustness. But in
these works, the use of adversarial training makes it difficult to assess the role of network topology
itself in robustness. Moreover, there is no study that compares/evaluates robustness of existing
NAS approaches (which, as per our study, are already quite robust without any explicit adversarial
training). To the best of our knowledge, our work is the first attempt to understand robustness
purely from an architectural perspective without using any form of adversarial training. We also
introduce two simple metrics, Harmonic Robustness Score (HRS) and Per-parameter HRS (PP-HRS)
that combine (1) accuracy on both clean and perturbed samples and (2) parameter count, to convey
how robust and deployment-ready a given model is when no adversarial training is performed.

We examine adversarial robustness 30
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that the popular way of increasing parameters to increase robustness (Madry et al., [2017; Xie &
Yuille| 2019) holds only upto a certain threshold. Increasing parameters beyond that hurts both
adversarial and clean accuracy.

2 ROBUSTNESS OF NAS MODELS: A STUDY
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Datasets and Architectures: To assess architectural robustness on datasets of varying scale and
complexity, we perform experiments on CIFAR-10/100 (Krizhevsky et al., ajb), fine-grained 102-
Flowers (Nilsback & Zisserman, 2008)) and large-scale ImageNet (Deng et al.|[2009) dataset.

Based on datasets supported, we evaluate on five handcrafted architectures and popular NAS meth-
ods that include DARTS (Liu et al.||2018)), P-DARTS (Chen et al.,|2019), ProxylessNAS (Cai et al.}
2019), NSGA-Net (Lu et al.,2018)), PC-DARTS (Xu et al.,[2020) and DenseNAS (Fang et al.;[2019).

To understand the contribution of ensemble based architectures to adversarial robustness, in Section
[3.3]we build an ensemble using randomly sampled cells (zero search cost) from the DARTS search
space. Each of these architectures are independently trained using the standard training protocol.
We ensure the number of cells in the total ensemble are equal to the number of cells in any standard
DARTS architecture. Outputs of different models in the ensemble are combined using a simple
linear model which is just trained for two epochs. The difference between standard DARTS and
ensembling by sampling from DARTS search space is visually shown in Appendix Figure

Adversarial Attacks and metrics: We test against standard adversarial attacks including
FGSM (Goodfellow et al., 2014), PGD (Madry et al., 2017) and F-FGSM(Wong et al.||2020) using
perturbation of 8/255(3e %) (maximum noise added to any image pixel), step size of 2/255(7¢3)
and 10 attack iterations (Pang et al.|[2020; |[Fan & Li,[2020; Wong et al.,[2020). All architectures are
trained using standard training protocal with no adversarial training.

Evaluation Metrics: We use Clean Accuracy and Adversarial Accuracy as evaluation metrics
that represent the accuracy on undisturbed and adversarially perturbed test set respectively. There
is a trade-off between clean and adversarial accuracy in that clean accuracy is higher for non-
adversarially-trained models than adversarially-trained models and vice verse in case of adversarial
accuracy. There is no metric that captures this trade-off and so to capture it, we introduce a new
metric called Harmonic Robustness Score (HRS) as the harmonic mean of clean accuracy, C and
adversarial accuracy, P against PGD attack, HRS = %. To compare across network architectures
within a model family, we further define per-parameter harmonic robustness score (PP-HRS). In a
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model family F with baseline model m, having p, parameters, for a model m; € F with p; param-
eters, PP-HRS is computed as PP-HRS = HRS * %. HRS and PP-HRS help measure the usefulness

of a model along with its resilience in the absence of any adversarial training.
3 ANALYSIS AND RESULTS

3.1 How DO NAS BASED MODELS COMPARE WITH HAND-CRAFTED MODELS IN TERMS OF
ARCHITECTURAL ROBUSTNESS?

CIFAR-10 CIFAR-100 Figure [] compares the HRS score,
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Figure 2: Comparison of robustness and clean accuracy of increases, hand-crafted models start
different architectures; As the difficult of the task or the scale performing better for all adversarial
of the dataset increases hand-crafted architectures are more attacks considered. For stronger at-
robust; (best performance is indicated by diamond symbol)  tacks like PGD, hand-crafted models
are more robust than NAS-based ar-
chitectures for across all dataset sizes/complexities. While NAS-based architectures can achieve
SoTA clean accuracy in general, their adversarial robustness without explicit adversarial training is
unreliable, particular for large and complex datasets.

3.2 DOES AN INCREASE IN THE NUMBER OF PARAMETERS OF ARCHITECTURE HELP
IMPROVE ROBUSTNESS?
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Within the same family of architectures, increasing the number of network parameters helps improve
robustness (Su et al. (2018)); Madry et al. (2017)). To study this claim, we compare the robustness
of different families of architectures on the ImageNet dataset . We use PGD accuracy along with the
PP-HRS (defined in Section [2)) as the evaluation metrics. The family of architectures we consider
are 1. EfficientNet (which are mix of both NAS and hand-crafted method like compound scaling),
2. DenseNAS 3. ResNets and DenseNets.

Results for this experiments are shown in Table[6|and Figure[d] Excluding EfficientNets, an increase
in parameters increases both clean and adversarial accuracy. The maximum value of the parameter
count in these families in nearly 26 million. A similar trend is also observed in EfficientNets but
only put a parameter count of 20 million. Beyond 20 million, increasing parameters alone results
in a decrease of both clean and adversarial accuracy; this is probably why EfficientNet considers
different image sizes for each of the eight networks.

”In what family of architectures, the increase in parameter count is helping the performance?”, to
better understand this, we report PP-HRS in Table[6] In the case of DenseNAS models developed us-
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ing MobileNet-V2 search space, an increase in parameters from DenseNAS-A to DenseNAS-Large
is improving both clean accuracy and adversarial robustness; which as a result led to improved PP-
HRS score. Excluding the EfficientNet family, for all the other family of architectures in our study,
the increased parameter count does not give a significant and sufficient improvement in the PP-HRS
score and adversarial robustness. In summary, adversarial robustness can be improved by increasing
the number of parameters, but this holds only to an extent. Beyond a certain point (approximately
20-25 million as per our results), increasing parameters alone cannot improve adversarial robustness.

3.3 WHAT IS THE SOURCE OF ADVERSARIAL VULNERABILITY LIE FOR NAS? IS IT IN THE
SEARCH SPACE OR THE SEARCH ALGORITHM?

In Section[3.1] we observe that although NAS-based architectures are more robust than hand-crafted
networks for small datasets and simpler attacks, they perform poorly against standard attacks like
PGD even for a small dataset like CIFAR-10. Most of the NAS algorithms work in two stages of
searching a network cell on CIFAR-10 or subset of ImageNet and then stacking the discovered cell
to train on other datasets. To further investigate whether the problem lies in the search space or
search algorithm, we perform two simple experiments.

Motivated by |Yang et al.| (2020),

hich sh that d 1 Model #cells Params (M) Clean % PGD

which shows that a randomly Sam-  p ) ergis el (2018) 20 3.35 97.03 7.09

pled cell in the DARTS search space  p-DARTS|Chen etal. (2019] 20 3.43 97.12 9.31

gives as good a clean accuracy as a _PC-DARTS[Xuetal (2020) 20 3.63 97.05 9.84
searched cell. we conduct our first RANDOM* 20 2734049 9557+040 1447 +4.70
i ENSEMBLE' 20 274+041 93.77+039 21.68 +0.35

experiment to test this for adversar-
ial robustness. We sample random
cells from DARTS search space,
stack and train them using standard
procedure and test their robustness
against PGD attack for CIFAR-10.
Table [I] tabulates the results of this experiment. Due to the random sampling, we report an av-
erage of 4 different runs. We observe that even with random sampling, we can achieve a better
adversarial accuracy against PGD attack on average. But the variance is very high suggesting that
relying on randomly sampled architectures for better adversarial robustness is not a good idea.

Table 1: Adversarial accuracy comparison of DARTS based
architectures on CIFAR-10 dataset. * Randomly picked ar-
chitectures from DARTS search-space.  Ensemble of small,
randomly picked architectures from DARTS search space.

Therefore, in our second experiment, we randomly sample cells from DARTS search space to build
small (weak) models and training them independently. We then ensemble the models by combining
their outputs via a small linear network that consists of 2 linear layers with BatchNorm and a classi-
fier layer, and is fine-tuned for just two epochs. For a fair comparison, we ensure that the ensemble
overall has the same number of cells as a standard DARTS network. Using the entire ensemble as
a single network, we generate adversarial examples via PGD to compute adversarial accuracy. Due
to random sampling, we again report the average accuracy over 4 runs and restrict experiments to
CIFAR-10 and DARTS search space due to computational cost. Figure [3|illustrates the full proce-
dure. As observed in Table[T] this simple ensemble of randomly sampled architectures can improve
accuracy of DARTS against PGD by nearly 12% with significantly low variance.

Now, this leads to two interesting conclusions; (1) Learning to build a simple network to combine
the outputs of randomly sampled architectures can give clean accuracy with adversarial robustness
as an add-on. In this case, we used a simple linear model; replacing this with a searched NAS based
architecture can improve the results further. (2) Using NAS to search for an ensemble of architec-
tures can be a potential way to achieve adversarial robustness as an add-on to SoTA clean accuracy.
In this case, the NAS objective should be modified to find small models that can complement each
other. We plan to explore this in our future work.

4 CONCLUSION

We present a detailed analysis of the adversarial robustness of NAS and hand-crafted models and
show how the complex topology of neural networks can be leveraged to achieve a good amount of
adversarial robustness without any form of adversarial training. We also introduce a metric that can
be used to calculate the trade-off between clean and adversarial accuracy within and across different
families of architectures. Finally, we show that using NAS to find an ensemble of architectures can
be one potential way to build robust and reliable models without any form of adversarial training.
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